Abstract-Logistics for maintenance services for a wide geographically dispersed applications, such as oil transfer systems via pipelines or waste water treatment, have high cost and standard approaches usually lead to sub-optimal solutions. In this paper, an innovative architecture able to improve the performance, called Artificial Immune Intelligent Maintenance System (AI2MS) was proposed. This architecture merges the advantages of two different methodology: Artificial Immune System (AIS) and Multi Agent System (MAS) in order to to build up an intelligent maintenance system that can operates either in an autonomous or cooperative way to forecast the maintenance needs (time to fault and required supply parts) and improve the maintenance schedule and costs.
I. PROBLEM STATEMENT
The main objective of this research is the study of an innovative maintenance system for wide geographically dispersed applications, such as oil transfer systems via pipelines or waste water treatment.
In this kind of system the logistics costs related to maintenance services are quite high and standard maintenance approaches usually lead to sub-optimal solutions. Different approaches are proposed in literature to deal with these systems. Misunas [1] proposes a combination of reactive and proactive procedures based on Condition Based Maintenance (CBM) to manage the maintenance of water supply systems, Dey [2] applies a risk-based Decision Support System to prioritize the right pipeline segment for inspections and maintenance.
II. 2 RESEARCH QUESTION
This research is related to the study of an innovative maintenance system that can help to optimize the maintenance operations in this kind of plants.
This proposed architecture is based on the adoption of an Artificial Immunity System (AIS) based methodology to provide a robust and flexible tool to perform predictive maintenance. However, as evidenced by an analysis of the literature, the common implementation of these methods doesn't fit very well with the requirements of the kind of plants in analysis due to the centralized architecture of these implementations So, an innovative architecture that allows avoiding these constraints is currently under development based on the integration with a Multi Agent System (MAS) based methodology. MAS can be used to solve problems that are difficult or impossible for an individual agent or a monolithic system to solve.
III. WORK PLAN
The first step of this research is a study about AIS and how this methodology can be used for maintenance purpose; this include a literature review in order to analyze the maturity degree of AIS and the typical applications developed with this approach.
After this task a new approach based with a MA implementation of AIS was developed in order to overcome the limits of standard implementations and to fulfil all the requirements and constraints of the types of plants considered in this research.
A. Artificial Immune Systems (AIS)
AIS are defined by Timmis as "Adaptive systems, inspired by theoretical immunology and observed immune functions, principles and models, which are applied to problem solving" [4] .
Immune systems are a natural defense system against foreign harmful substances and microorganisms called pathogens. An immune system provides many levels of protection.
An adaptive immune system is a more complex system, capable to identify new threats, build a response to them and embody this knowledge. AIS tries to reproduce strategies of the adaptive immune system to acquire its features, as distributability, adaptability, abnormality detection and disposability [5] [6] .
An adaptive immune system is composed mainly of lymphocytes, B and T cells. The recognition process is performed by chemical affinity between antibodies and molecular structures of the invaders, called antigens. Each Bcell has one particular antibody, and by a mutation process, new kind of antibodies could be generated [7] [8].
The development of AIS is based on these immunological theories, with different approaches to fulfill different purposes: clonal selection and immune networks are mainly used as learning and memory mechanisms and the negative selection principle is applied for the generation of detectors that are capable of classifying changes in self [4] .
The Clonal Selection [17] reproduces the B-cell that was capable to identify an antigen and is based on the principle that describes the basic features of an immune response to an antigenic stimulus. It establishes the idea that only those cells that recognize the antigen proliferate. The main features of the Clonal Selection Theory are that:
 The new cells are copies of their parents (clone) subjected to a mutation mechanism with high rates (somatic hyper mutation);
 Elimination of newly differentiated lymphocytes carrying self-reactive receptors;
 Proliferation and differentiation on contact of mature cells with antigens Negative Selection Algorithms: [18] The purpose of negative selection is to provide tolerance for self-cells.
It deals with the immune system's ability to detect unknown antigens while not reacting to the self-cells. During the generation of T-cells, receptors are made through a pseudorandom genetic rearrangement process. Then, they undergo a censoring process in the thymus, called the negative selection. There, T-cells that react against self-proteins are destroyed; thus, only those that do not bind to self-proteins are allowed to leave the thymus. These matured T-cells then circulate throughout the body to perform immunological functions and protect the body against foreign antigens; in AIS these classes of algorithms are typically used for classification and pattern recognition problem domains where the problem space is modeled in the complement of available knowledge. For example in the case of an anomaly detection domain the algorithm prepares a set of exemplar pattern detectors trained on normal (non-anomalous) patterns that model and detect unseen or anomalous patterns.
B. Using of AIS in maintenance -state of the art
Use of AIS in maintenance has awaken an increasing interest by the research community [11] [12] , the analysis of the literature shows indeed a substantial increase year after year in the number of papers published concerning this topic.
By analysing the application target and the methodologies implemented it is shown that AIS can be applied to many types of systems from software system to physical devices. In electro-mechanical devices fault detection and diagnose are performed by Clonal selection algorithms (Clonalg) in electric motors [5] and rotational machines [6] and by Negative Selection Algorithms (NSA) in analog electronic systems [7] and in a DC motor [8] . AIN is applied to diagnose mechanical [9] and electronic equipment [10] .
The literature survey also showed that the works that applies AIS to fault detection, diagnose or prognostic have the following aspects:
 They mainly focus on a single part or equipment, thus neglecting the natural distributed behavior of the AIS;
 AIS based fault detectors have the same or best performance than other traditional methods, but have a larger detection rate of false positives, when applied as abnormal detectors (unknown fault-modes) [15] ;
 Learning occurs just in the training stage or in the early operation stages [16] ;
 Sharing the knowledge acquired in the training stage is an approach not found in literature;
 The methodology is quite new and currently is applied only in experimental environment;
IV. ARTIFICIAL IMMUNE INTELLIGENT MAINTENANCE SYSTEMS
The following step, after the literature analysis, was the development of a new architecture of AIS that overcomes the limits of existing approaches and leads to a significant performance increase in pipeline and or waste water treatment plants.
This architecture allows implementing a distributed IMS that takes advantage of the distributed nature, pattern recognition and learning capabilities of the AIS, called Artificial Immune Intelligent Maintenance System (AI2MS). The AI2MS intends to provide diagnostic and prognostics of failures occurring in plant devices with the main purpose to reducing plant downtime.
MAS approach has been chosen to model and implement the architecture proposed, due to the autonomous, distributed and communication features, matching the needs of the AIS and distributed applications in harsh environment [17] .
According to the MAS methodology this system is composed by several different agents, each agent is autonomous but able to cooperate with other agents and provide specific functionality inside the AI2MS: The agents can be classified in clusters.
A. Data provider Agents
Data provider agents regroup all the agents which are correlated to the provision of data from the field. In this category there are two different types of agents, Sensor Agents and Sensor Diagnostic Agents.
Sensor Agents (SA): Sensor Agents are local agents which are located inside the machine and are responsible to the provisioning of field data to other agents. Each agent of this type handles a single sensor, so in a typical application there are many instances of these agents that operate at the same time, providing information to the Diagnostic Agents.
Sensor Diagnostic Agents (SDA): Sensor Diagnostic
Agents are local agents responsible for the evaluation of the data provided by the Sensor Agents. The main task of SDA is to control the correct operation of a sensor; in case of their degradation, they can assess the fidelity of the information provided; if there is a difficulty to fix the problem generated by SA in a short time, these data could be still used..
B. Diagnostic Agents
Within this category there are different types of agents: Fault Detection Agents (FDA), New Fault Detection Agents (NFDA) and Cooperative Detection Agents (CDA).
Fault Detection Agents (FDA):
FDA are the kind of agents that provide fault detection capabilities of known failure modes. This type of agents represents the memory of the AIS and is the equivalent of lymphocytes T-Helper and B-Memory of a Biological Immune System. FDA are local agents that are able to detect a specific failure mode using pattern recognition techniques; this implies that in each machine several FDA agents are continuously operative in order to increase the flexibility of the system. These agents are generated using clonal selection methodology to provide functionality of optimization of the detector and capability to detect similar failure modes.
New Fault Detection Agents (NFDA):
The clonal selection methodology used in FDA is a good methodology to detect well known failure modes. However, whenever a new failure mode occurs, this category of agents is not effective. For this reason, in each device of the plant a specific agent is considered to detect un-known malfunction. This agent, the New Fault Detection Agent (NFDA), is based on negative selection methodology where a set of good state signatures of the device are used to train the agent making it capable to detect unknown failure modes of the system. This agent is analogous to the biological innate immune system Cooperative Detection Agents (CDA): Cooperative Detection Agents are network agents used to identify new fault modes (non-self), using, differently from NFDA, information provided by multiple devices. This category of agents helps the system to detect malfunctioning that are not related to a single machine but to the entire plant (e.g. a leak in a pipe). In a biological system the role of CDA is carried out by the cooperation between the different cells that constitute the immune system.
C. Prognostic Agents
Prognostic Agents are the group of agents responsible to provide prognostic capabilities.
Device Health Assessment Agent (DHAA): DHAA is a local agent which runs in a single copy in each machine to estimate its remaining useful life (RUL). This agent estimates the residual health of the system using the data provided for the Sensor Agents and failure detection Agents.
Plant Health Assessment Agent (PHAA): Plant Health Assessment agents are similar to DHAA, acting globally through the network to estimate the health conditions of the entire plant. These agents also keep in count the topology of the plant with possible redundancies and bottlenecks.
D. Service Agents
Service agents are a set of agents not strictly related to the diagnostic purpose. It is a set of agents responsible for the evolution and adaptation of the overall maintenance system.
Evolution agent (EA):
EAs are the core of the entire AI2MS system; the role of these agents is the management of the evolution process that leads to the definition of new FDAs. This is a global agent that performs a comparison between the results of NFDA and CDA of each machine of the plants and, in cooperation with maintenance personnel, evaluate if the NFDA has really acknowledged fault mode and promote it in a FDA. This is similar to the evolution of T-lymphocytes into the thymus gland.
Failure Mode Update Agent (FMUA):
The FMUA is a global agent responsible to share new FDA to other similar machines in order to update each machine of the plant with new detection capabilities. This update is not necessarily performed in real time, but can be made periodically in case of lack of connectivity (e.g. during a maintenance). The role of this agent is similar to the role of vaccine and colostrum in a biologic system.
Update Training Agents (UTA):
The UTA work in similar way respect to FMUA but share the training data for NFDA. It could mitigate the lack of training data due to few operations of one single device.
The AI2MS is planned to be scalable and adaptable to different kinds of data connection, so that system devices can operate in a standalone or connected way. UTA have been designed to overcome the difficulty of training due to lack of data behaviour, and the association of local and global functionality should improve the fault detection and the learning capabilities of the system. It evident that, due to the multitude of agents and the multiplicity of interaction among them, the AI2MS architecture is quite complex leading to a certain difficulty in the prediction of the behaviour of the single device and, at a higher level, of the whole maintenance system. Replicating the same harmony of its natural counterpart, where it gets its inspiration, is a great challenge for future research works along this stream.
Further step of this research will be the following  Design and analysis of the intensity and quality of the message exchange, to evaluate the requirements to the network support and the possibility of integration with the plant control network.
 Incorporation of innovative diagnose techniques in order to implement effective fault detection agents.
 Evaluation of the performance of AI2MS in a simulation platform, processing real data in order to check the system in a test bench which are representative of real plants.
 Implementation of this system into a real test facilities
Regarding the last point, a possible case study can be a network of flow control valves (FCV) inside a gas/oil pipeline. Each one of the FCV has its embedded AI2MS, including the Data Providers (SA+SDA), Diagnostics (FDA+NFDA) and Prognostics (DHAA).
The global and cooperative perspective produced by the CDA, PHAA and the Services Agents leads to the AI2MS new features, like cooperative diagnostic, adaptability to environment conditions and global health assessment.
Two scenarios could be drawn in the case study, from the communications viewpoint: poor/non-existent network or good network services. In the poor/non-existent network, functionalities that require continuous exchange of data, such as plant health assessment, cannot be provided and the migration of training data (UTA) and FDA can be performed when the network is online or with occasioning local connection.
V. EXPECTED RESULTS
The expected result of this research is the development of a new methodology for the implementation of an intelligent maintenance system suitable for the use in plants like oil pipe or waste water treatment.
This kind of approach allows overcoming the constraints that standard maintenance approaches have in these plants and allows better performance of the system in many fields:
 Better performance in the early identification of failure modes due to the greater robustness of the clonal selection algorithm with respect to standard prognostic approaches  Better performance in the identification capabilities due to the better training provided by the shared knowledge between different Agents  Better performance of the plants due to the automatic control of the health of devices and sensors that makes the system capable to adapt its behaviour to compensate the degrade of the components.
 Ability to detect a failure not strictly related to a single device but related to a modified behaviour of several systems or related to a failure in a part of the plant not under control (e.g. a leakage in a pipe ).
 Improved ability to identify abnormal behaviour thanks to the great effectiveness of negative selection approach in case of failure not detected during the training phase and the ability to a fast recognition of another similar failures thanks to the dynamic evolution of the AIS and the shared knowledge between different agents
